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1. Purpose and Scope

This manual explains how authorized users can access and use the QNAP shared folder service. The shared folder is designed
for department file storage where access is controlled by Active Directory groups.

Note: Users should only access folders assigned to their department or role. If a required folder is missing, request
access through the IT Department rather than using another user account.

2. Access Overview

Item Value / Description

NAS IP address 172.16.0.55

Main shared folder FTIELFS

Windows path \\172.16.0.55\FTIELFS

Login account Use your domain account in the format FTIEL\username

Folder visibility

Users will only see folders allowed by their assigned AD groups when access-
based enumeration is enabled.

External access link https://qglink.to/FTIEL

3. Accessing the Shared Folder through Windows Explorer

1.

2.

Open File Explorer.

In the address bar, type the shared folder path: \\172.16.0.55\FTIELFS, then press Enter.
When prompted, sign in using your domain account, for example FTIEL\yourusername.
Select Remember my credentials only if you are using your assigned company workstation.

Open only the folder assigned to your department or workgroup.

3.1 Mapping the Shared Folder as a Drive

1.

2.

Right-click This PC and select Map network drive.

Choose an available drive letter, for example Z:.

Enter the folder path: \\172.16.0.55\FTIELFS.

Enable Reconnect at sign-in if you want the drive to appear automatically.

Click Finish and sign in using your AD account if prompted.

4. Accessing the Shared Folder through QNAP File Station and QNAP Cloud

1.

2.

3.

4.

5.

Open the QNAP web portal using the NAS address provided by IT, usually http://172.16.0.55 or https://172.16.0.55.
Log in using your domain account, for example FTIEL\yourusername.

Open File Station.

Expand FTIELNAS and open FTIELFS.

Open your assigned department folder.

Note: If File Station shows "No accessible shared folder found", contact IT. This may mean your AD group access or
File Station application privilege has not yet been assigned.




4.1 External Access through QNAP Cloud

For approved external access, users may use the official QNAP Cloud link provided by IT: https://qglink.to/FTIEL. Users must
first complete the myQNAPcloud invitation and mandatory 2-Step Verification / OTP setup before accessing assigned folders
externally.

1. Open the QNAP Cloud link provided by IT: https://qlink.to/FTIEL.

2. Create a QNAP Cloud account if you do not have one yet. Use your company email or the account information advised
by IT.

3. Keep your QNAP Cloud account credentials private. Do not share your password, QR code, or authentication setup with
other users.

4. Enable QR Code authentication or two-step verification on your QNAP Cloud account for stronger account protection.
5. After signing in, open File Station and access only the shared folder or department folder assigned to your account.
6. If the shared folder is not visible, contact the IT Department for verification of your QNAP Cloud account, File Station

privilege, and AD group membership.

4.2 QNAP Cloud Account Invitation and OTP Setup

Users who will access the NAS externally must complete the QNAP Cloud invitation and account security setup before using
the external link. The invitation is sent by the IT Department through myQNAPcloud.

Step 1: Open the myQNAPcloud invitation email
1. Open the invitation email from myQNAPcloud. The sender may appear as no-reply@myqgnapcloud.com.

I3 330 BT 3250 0570 o sap bt ® -

Hello

2. Click Visit myQNAPcloud from the invitation email.

Hello

Your friends i admin have shared their

NAS FTIEL with you on myQNAPcloud

Sign up to myQNAPcloud to access

contant and sarvices that your friands
ih you

Viad oy QNAPCloud
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Create or sign in to your QNAP Cloud account as instructed. Users are advised to use their company email
address and keep their QNAP Cloud credentials confidential.

A. Click “Sign up” button to create an account.

Connect securely. Share simply. Manage easily.

Users from all over the world connect and share through myQNAPcioud everyday.

of sign up —

B. Enter your credentials then check the check box to Sign Up.
Create QNAP ID

Sign up with social media Sign up with email or phone number
75 Google Nickname
v ¢ emarco
li Facebook Email address or phone number *

emarco@finden.com.ph

‘ Apple

Strength: Strong

Confirm Password *

| am of legal age in my jurisdiction, and | have read and agreed to the
QNAP Account Terms of Service and Privacy Policy.

Already have an account?

C. Click the “l Agree” on the data privacy notice.
&
Before You Sign Up..

Wi DU VBIE YOUT TUSE B4 CONFRGeNCE IN 13 And WENT 10 35EUNE YOU that pour

persanal information mil be kept complebely corfidential. Az part af sur continsing
MEICwe Yous epernncn Wik us, and camph
GOER, we have updated our T

fiease toke 3 moment ta farikarize youned with the privacy notive: below

DATA PRIVACY NOTICE

We have 3 comprehenaive privacy paicy which serves 22 our commiiment (o
W2 B0 peoitact Tha Security and privady of your persondl data.

Dur pravacy policy covers the folowng areas of prracy oncems:

The typ=s of datn we colect from you

When ve collect your dats

W

How wee yze and process your deta
Dur k=gl basis far pracessing your date
Wihen and i whom we thare your data

Far how long vee retain your date

i
&
&
L

Wihian and 10 wham e IErster our dat aCross ountry Erssns

| Agres”, yous are consentng 1o the teme and conditions set
iy natice sbove. If you sgree you wil be direcied to the next step
your aceount, Hyou da not egree. you will not be sbie o procsed with

acoourt

tarth = the




D. Enter the sent verification code from your email registered to your QNAP Account. Then click
“Verify”

Create Your QNAP ID

‘We have sent a venfication cede to your email. Please enter the code below to verify
your identity.

134040 Besanid

o QNAP Account

QNAP Verification Code

Enter this 6-digit code on the page to verify your identity

334940

Enter this venfication code to prove that QNAP can reach

yu &t This email 2

1 (1o n.

tely

E. Click “Remind Me Later” once Protect Your Account with 2-Step Verification windows pop
up.

Protect Your Account with 2-Step Verification

Your account security on QNAP Cloud Services is our top priority. We recommend
using 2-5tep Verification to protect your QNAP ID from unauthorized access. You can

choose to receive a text message or use your authenticator app to complete the
verification.

Set up 2-Step Verification now to enhance account security.

Set Up Now Remind Me Later




Step 2: Open the FTIEL QNAP Cloud link

1. After the QNAP Cloud account is created, open the external access link: https://qglink.to/FTIEL using the same
browser that you used to create your QNAP Account.

Anonymous Access Denied

Treubleshoat
[ FrE

- The dleli SWner g s FestTced sdmyinous JC0eis, SN I with & 3Coont that Ras aodess 10 the

current device
sgnin

For more mfoemation, refer 1o aur AL

Click “Sign In” If this page pop-up.

myQNAPcloud Link Connection Instructions

You can establish a connection to your QNAP device via SmartURL service.
Ensure that you are connected to a trusted network, we recommend using

HTTPS to secure your connections.
\

Click “OK” to allow QNAP establish a connection to your device.

2. Use your Active Directory Account to Log in to QNAP Log In page. (Active Directory account is the username and
password you use to log into your computer)

Example:
Username: emarco
Password: yourpassword

anAP
FTIELNAS < & emarco

() Keep me logged in :
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Step 3: Set up mandatory 2-Step Verification / OTP
1. After successful login, the system will require 2-Step Verification for account security. This setup is mandatory.
2. Provide a Recovery Email Address and click Get Started. The recovery email is used if you need to regain access

to the account.

A.

Login and Security

2-S1ep Verification

Protect your account with 2-Step Yerification

2-Biep Wedfication (aleo known as two-factor authentication) adds an exira layer of prolection ba your dceount
In casz samenne sieals your paswword, After seling up 2- e Vertfication, you will need both yaur pasawand
and an authenticatis Bpe on pour mobile device 10 kg in 10 this devoe

Status: Disabled

n The system administiaton asis you to enalibe 2-step verification o protect youl eccount.
Retovery emall." emaico@fnden com pH ]'ﬂ I T

{0 send io my personal =mad address

-—

B. Enter your password and Click OK to confirm your action. (Use your Active Directory password)

@ Verify Your Identity

Enter youwr passward ta eonfirm this action

l_. ........ !

- [

C. Select Verification Method. (Through TOTP, which does not require internet connection)
Select a verification method;

Theough TOTR which does not require internet conneciion

Through TOTP which does not require Internat connection
el a cynamic escurity cade from your authenticator apo
¥our mobile desice does not need fo connect bo the MAS.

Theaugh online verificetion sernices provided by ONAS

it QR Code
P 5oan & OR cote with your mebille device.

Legin Apptoval
Agprive @ lngin request sent Tie mihe MAS 1o your mobie device.

Online Verification Cade
Get a random wesification code from your mobile device

Theough passkeys and security keys

;_‘.- Face, fingerprint, PIN, or security key i

Lt s R 18 s I Wil A pasriey



Step 5: Connect QNAP to MS Authenticator

1.

2.

Make sure you have MS Authenticator installed on your mobile device.

Microsoft Authenticator Application

Click “Microsoft Authenticator” link on 2-Step Verification window and click “NEXT”.

2-Step Verification X

(2 | :
&‘ Download App A, ScanQR Code @ Verify

Get a security code from your authenticator app

Before setllng ug "2-Step Verification', scan the QR code below to download and install the app on your mobile
g gther authenticator apps that support TOTP authentication, such as Google Authenticator or

~

Once the QR code is displayed on your screen, open the Microsoft Authenticator app on your mobile phone and
select Scan a QR code. After scanning the code, click Next on your computer screen to proceed.

2-Step Verification ® |

ok, Download Apg [D] Scan QA Code @ verity

Gel a seeurity code from your authenticator app

Enabling Security Code {TOTF) allows you to use this venfication method even ‘when your mobile device is offline.
Cpen your authenticator app ta scan he OR code, or eater the followindg Secrel key on the app.

Accoumt: |FTIEL emarof@ FTIELNAS s

Secutlty Ky, WACTXSOOVRIGEUKY [




Enter the 6-digit code generated by Microsoft Authenticator to verify and complete the setup.

2-Step Verification X

iy SR
&, Dawnload App 0} Scan O Code @ Venify

Get a security code from your authenticator app
Enter the security code generated by the authenticator app to ensure corect configuration

Security code:  [815980 verlfy

Successfully werified. You can now proceed 1o the next siep

@ Verify Your Identity

Enter your passwaord io confirm this action

e

Em

Click “OK” to Log In

Login and Security
2-Step Verification
Protect yo %
e. Login and Security
Status: Enal Gurcassfully enabled 2-stap verfication.
Do yau want to fag out of all devices, browsers, and spplications
0 The where you have logged in with your account, such as Osyne, Ofile,
and Omanager?
Recovery §
. | Note: QMAP Authenticator will remain logged in. Ta also log oul
Email | em from QMAP Authenticaton go to the "2-5tep venfication” or
D_ "Pagswaordless Login® tab and remave your mabile devices.

cancel

C LH [ oK

Available Verification Methods

Security Code {TOTP)

I orcode




After set-up, you will be redirected to QNAP Log In page. Sign In.

QNAP
FTIELNAS { K emarco

() Keepme loggedin

Enter the 6-Digit Code from MS Authenticator App on your mobile device Then click “Next”

aNAP
< 8 emarco

Enter the security code (TOTP) generated by
your authenticator app.

(] Don't verify again on this device

Select the checkbox for "I have read and accepted all provisions in the QNAP Software Terms of Use".
Click Continue to proceed.

— L

Terms of Use Data & Privacy
Piease read and accept the terms before you continue: 10 The chaiCes you Nawe over How your dats is collecledand Lsed by &
=
QNAP SOFTWARE TERMS OF USE i T1. WNE to Cantact BNt wWhat o 00 I you wish o discuss With us

about your dalaand your rights
Revizsed on November 27, 2023 ) R
Your privacy is of utmost importance to us in servicing you.
Qur products and ssrvices are rendered 1o you on the basis
of your understanding of your data privacy rights.

The software (hereinafier referred to a5 "Licensed Software")
provided by QNAP Systems. Inc . of s affiliates (heremafier Thesefore, please follow this fink to read more sbout the
teferred 1o as "OQNAPT), including the software originally installed on DATA PRIVACY NOTICE

QNAP products (hereinafter referred to as "Product™) or legally
downloaded from a QNAP software e-commerce website or any
other chanael provaded by QNAP no marter dwectly or mdieectly end .
whether the soffware 15 an existine ar snbsemeent undated version -

@ You can view the privacy policy by visiting our website or clicking

@ i have read and accept all provisions in the GNAP Saftware Terms of Use More” on the tagkbar In 0TS,




6. Congratulations, you just created and log in to your QNAP File Station.

Important reminders

e Do not share your AD password, QNAP Cloud password, OTP code, QR code, or authenticator app approval with anyone.
e Do not approve a login request that you did not initiate.

e If you lose access to your authenticator app or mobile device, immediately contact the IT Department for account
recovery assistance.

Use only the official QNAP Cloud link provided by IT: https://qlink.to/FTIEL.

Note: Creating a QNAP Cloud account does not automatically grant access to company folders. Folder access remains
controlled by IT approval and Active Directory group membership.

5. Folder Visibility and Department Access

The NAS uses AD groups to control what each user can see and access. Example:

User group Expected visible folder Access level
FTIEL\QNAP_ACCT_RW ACCT_QNAP_FOLDER Read/Write
FTIEL\QNAP_BPIT_RW BPIT_Projects_PF / assigned BPIT folders Read/Write
FTIEL\QNAP_HRDM_RW HRDM_QNAP_FOLDER Read/Write
FTIEL\QNAP_ALL_USERS Main FTIELFS folder only List folder only

| Note: If a folder is hidden, it usually means your account is not a member of the assigned AD group for that folder. |

6. Working with Files and Folders

Open your assigned department folder, right-click blank space, select New >
Folder, then name the folder properly.

Upload or copy file Copy files from your local PC and paste them into your authorized folder.
Rename file/folder Right-click the item and select Rename. Use clear business naming.

Delete file/folder Delete only files you own or are authorized to remove. Deleted items may be

Create folder




subject to recycle bin or backup policies.

Move files only within your department folder unless instructed by IT or your
manager.

Move files

7. File Collaboration and Online Editing

The QNAP shared folder service may allow authorized users to open and edit supported office documents directly from the
browser or through the configured document editor. When more than one authorized user opens the same document, the
editor can show who is currently viewing or editing the file.
7.1 Opening a File for Collaboration

1. Open File Station or access the shared folder through the approved QNAP Cloud link.

2. Go to the department folder assigned to your account.

3. Open the Word, Excel, or other supported office file.

4. Select Editing mode if you are authorized to modify the file.

5. Make your updates and allow the editor to save/sync the changes before closing the browser tab or application.

7.2 Viewing Who Is Editing the File

e The editor may show user initials, account names, or profile icons in the upper-right area of the document window.
e  (Click or hover over the user indicator to view who is currently in the document and where they are editing.
e [f another user is actively editing, coordinate changes through chat, email, or a call to avoid conflicting edits.

e Do not overwrite or rename a shared document while another user is editing it unless instructed by the document

owner.
& emersc Cloud Saner Dacads O Y Sparch Tor ook help, s monm (AR« O 0 FTEg
File  Mome  [nser soifl Refsrences  flmdes  Vies  Help - Edvrg
o Ov B [cawnog v 11~ A & B 7 U W~ Lv o EvE-ZZ & w0 v ool
]
Trés f5 @ testedit
Saen the it 1ast
Figure 6. File collaboration view showing a user indicator for another editor in the document.
&l Aroerve Ooud Senver Details 3 0 TR vemercad:
e Hame  Inser W i @
Caliri Bald w2 o A AR T U o B AR s T 2w T Z = = [ o e | tioemal Mo Spasng o FTIEalrt
il Iocatic

Figure 7. File collaboration view showing another user currently editing the same document.

7.3 Good Collaboration Practices

e Use the shared file as the master copy instead of sending multiple local copies by email.



e Avoid making large structural changes while other users are actively editing the same document.

e  Use clear file names and avoid duplicate copies such as final, final2, or latest unless instructed by the document owner.

e Close the document after editing so other users can clearly see that you are no longer working on the file.

e Report file lock, sync, or edit conflicts to the IT Department and include the file name, folder path, and screenshot if

available.

8. User Responsibilities

e Use only your own AD account. Do not share passwords or use another user account.

e Create and secure your QNAP Cloud account when external access is required by IT.

e Enable QR Code authentication or two-step verification/OTP as required by IT, and keep your authenticator app, QR

code, and recovery information secure.

e Store business documents in the correct department folder.
e Do not create files directly in the FTIELFS root folder unless authorized by IT.
e Do not move, rename, or delete department folders created by IT.

e Coordinate with co-editors when working on shared documents.

e Report missing folders, access denied messages, file locks, edit conflicts, or unusual files to the IT Department.

e Do not store personal, unauthorized, or non-business files on the NAS.

9. Common Issues and Troubleshooting

Issue Possible cause

No accessible shared folder File Station privilege or AD group
found access is missing.

What to do

Log out and log in again. If still
unresolved, contact IT and provide
your username and department.

You are not a member of the folder AD
Access is denied group, or Windows cached old
credentials.

Confirm you are using your own
domain account. IT may clear cached
SMB sessions or update your group
membership.

Can open folder but cannot
create files

Your group may have read-only
permission or the share-level
permission is limiting write access.

Contact IT and request verification of
your department RW group.

Folder is missing

Access-based enumeration hides
folders where you have no permission.

Request access approval from your
manager and IT.

Password prompt keeps Incorrect username format or cached
appearing credentials.

Use FTIEL\username. Ask IT to remove
old credentials from Windows
Credential Manager if needed.

Cannot access QNAP Cloud link

user.

QNAP Cloud account is not yet created,
account verification is incomplete, or
external access is not enabled for the

Create or verify your QNAP Cloud
account, enable QR Code
authentication, then contact IT if the
NAS or shared folder is still unavailable.

The authentication app or QR Code
QR Code authentication issue setup may not be completed, or the
user changed mobile device.

Contact IT for assistance with re-
enrollment or resetting QNAP Cloud
authentication.

The file may be read-only, locked,
Cannot edit an online file unsupported by the editor, or your
folder permission may be read-only.

Check whether you are in the correct
folder and whether you have RW
permission. Contact IT if the problem
continues.

Another user is editing the file | The document is open by another

Coordinate with the other user before




authorized user. making major changes. Use the editor
indicator to see who is working on the
document.

10. User Acceptance

By using the QNAP shared folder service, the user acknowledges that:

The NAS shared folders are for authorized business use only.

Access is based on approved AD group membership.

Users are responsible for proper handling, naming, editing, and storage of files.

Users must coordinate when editing shared documents to avoid conflicts or accidental overwrite.

Unauthorized access attempts, password sharing, or misuse may be reported to management.

User Name Department Signature




